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Abstract
The ring signature scheme has an important usage area of public key crypto-system. It can be used for evoting, as well as leaking information without revealing identity within a group. However, most of these
systems relies on traditional crypto-systems which are not secure against quantum computing related
attacks. Multivariate cryptography is one of the most popular research areas on quantum resilient cryptosystems. In this work, we propose an efficient ring signature scheme based on GeMSS, where we achieve
smaller signature size and faster verification time with respect to other alternatives.
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INTRODUCTION
The security of modern public-key crypto-systems are mainly based on the difficulty of mathematical
problems; such as integer factorization problem, discrete log problem, etc. However, these systems will
become insecure as the large-scale quantum computers are built. Shor’s algorithm Shor, (1999) solves these
number theoretic problems on quantum computers in polynomial time. Therefore, there arises a need for
alternative public-key systems that will be secure against quantum computer related attacks. This new area
of study is called Post-Quantum Cryptography. Multivariate, lattice, isogeny, code and hash based cryptosystems are the candidates for it (Bernstein et al., 2002). Among these, Multivariate crypto-systems are very
fast and require modest computational power. Their security is based on MQ Problem. Although there exist
many signature schemes such as Gui; Petzoldt et al., (2015), Rainbow; Ding and Schmidt, (2005), and UOV
Rivest et al., (2001), there is a lack of signature schemes with special properties such as ring signature,
bling signature, threshold signature, etc.
In a ring signature scheme, a user in a group is able to sign a message anonymously on behalf of the
group, and nobody including the group members cannot reveal the true identity of the signer. This scheme
can be used in leaking secrets, e-voting, electronic cash, etc. There are many ring signature schemes based
on traditional public-key crypto- systems. The idea of the ring signature was firstly introduced by Rivest et
al. (2001) and they proposed the first ring signature scheme based on RSA algorithm. After that, a number
of ring signature schemes that are based on multivariate cryptography have been proposed (Petzoldt et al.,
2012; Wang et al., 2011; Wang, 2013; Zhang and Zhao, 2014).
In this paper, we propose an efficient multivariate ring signature scheme that is based on GeMSS;
Casanova et al., (2017) which is one of the Round 2 candidates in Post-Quantum Standardization Call of
NIST.
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This paper is organized as follows. In Section II, we introduce the concept of ring signature scheme and
multi- variate crypto-system. A brief introduction to GeMSS is also given in this section. In Section III, we
propose our ring signature algorithm. The public key and signature sizes, and the computation times of the
proposed scheme are given in Section IV. We conclude the paper in Section V

PRELIMINARIES
A. Ring Signatures
In a group ℛ = {𝑢1 , … , 𝑢1 } consisting of 𝑡 −many possible signers, Ring signature schemes allow a member
to sign a message anonymously on behalf of the group. The veriﬁer can easily check if the message is
signed by a member of the group. However, nobody including the group members can reveal the identity of
the actual signer. A ring signature scheme consists of three algorithms Key-Gen, RingSign, and Verify.
 Keygen (1𝜆 ) is a probabilistic algorithm that takes a security parameter λ as an input, and then
generates a public and private key pair (𝑠𝑘, 𝑝𝑘). By using this algorithm, each user 𝑢1 ∈ ℛ generates
their own key pairs to be used in a ring signature scheme.
 RingSign ((𝑑, 𝑠𝑘𝑖 , {𝑝𝑘1 , … , 𝑝𝑘𝑡 }) is a probabilistic algorithm where the user 𝑢1 ∈ ℛ signs the
message 𝑑, and output is the signature σ.
 Verify(𝑑, σ), {𝑝𝑘1 , … , 𝑝𝑘𝑡 }) is a deterministic algorithm that returns true only if the signature is valid.
A ring signature is assumed to be correct if the following equation holds

for all 𝑖 = {1, … , 𝑡}.

𝑃𝑟[𝑉𝑒𝑟𝑖𝑓𝑦((𝑑, 𝑅𝑖𝑛𝑔𝑆𝑖𝑔𝑛((𝑑, 𝑠𝑘𝑖 , {𝑝𝑘1 , … , 𝑝𝑘𝑡 })), {𝑝𝑘1 , … , 𝑝𝑘𝑡 })]

(1)

There are two basic security criteria for a ring signature scheme. These are anonymity and unforgeability.
 Anonymity: The veriﬁer should not be able to ﬁnd the actual signer of the given message.
 Unforgeability: An adversary not belonging to the group ℛ should not be able to forge a valid
signature on behalf of the group ℛ.
B. Multivariate Cryptography
The basic objects of multivariate cryptography are systems of multivariate quadratic polynomials in (2).
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Let 𝐹 be a ﬁnite ﬁeld. The main idea is to choose the central map ℱ: 𝐹 𝑚 → 𝐹 𝑛 which is a multivariate
system of easily invertible quadratic polynomials. After the choice of ℱ, two afﬁne linear invertible maps
𝑆: 𝐹 𝑚 → 𝐹 𝑚 and 𝒯: 𝐹 𝑛 → 𝐹 𝑛 are chosen to hide the structure of the central map. Therefore, public-key is
𝒫 = 𝒮 ∘ ℱ ∘ 𝒯: 𝐹 𝑚 → 𝐹 𝑛 , and private key is(𝒮, ℱ, 𝒯).
The security is based on the MQ Problem: Given 𝑚 multivariate quadratic polynomials
𝑓 (1) (𝑥), … , 𝑓 (𝑚) (𝑥) in 𝑛 variables 𝑥1 , … , 𝑥𝑛 as stated in (2), ﬁnd a vector 𝑥̅ = (𝑥1 , … , 𝑥𝑛 ) such that 𝑓 (1) (𝑥̅ ) =
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⋯ = 𝑓 (𝑚) (𝑥̅ ) = 0. The MQ problem (for 𝑚 ≈ 𝑛) is proven to be NP-hard even for quadratic polynomials over
𝐹2 (Garey & Johnson, 1979). The generic multivariate signature scheme consists of:
 Signature Generation: In order to sign a message 𝑀, the signer uses a hash function ℋ: {0,1} →
𝐹 𝑚 : to compute ℎ = ℋ(𝑀) ∈ 𝐹 𝑚 . Then he calculates computes recursively 𝑥 = 𝒮 −1 (ℎ) ∈ 𝐹 𝑚 , 𝑦 =
ℱ −1 (𝑥) ∈ 𝐹 𝑛 and 𝑧 = 𝒮 −1 (𝑦) ∈ 𝐹 𝑛 . At the end, the signature of the message 𝑀 is σ = 𝒮 −1 σ =
𝒯 −1 (ℱ −1 (𝒮 −1 (ℎ))).
 Signature Veriﬁcation: In order to check if the signature σ is valid for the message 𝑀, the veriﬁes
computes ℎ = ℋ(𝑀) and ℎ′ = 𝒫(𝜎). If they are same, then the signature is valid, otherwise not.
C. GeMSS
GeMSS Casanova et al., (2017) (Great Multivariate Short Signature) is a multivariate-based signature
scheme with small signature size, fast veriﬁcation process and medium/large public-key size. It is one of the
Round 2 candidates in the NIST’s Post-Quantum Cryptography Standardization. As well as being in direct
lineage from QUARTZ; Patarin et al., (2001), GeMSS borrows some design rationale of the Gui multivariate
signature scheme (Ding and Yang, 2013). The main parameters of GeMSS are:
 𝐷, a positive integer that is the degree of a secret polynomial,
 𝐾, the output size in bits of the hash function,
 𝜆, the security level of GeMSS,
 𝑚, number of equations in the public-key,
 𝑛𝑏𝑖𝑡𝑒 > 1, number of iterations in the public-key,
 𝑛, the degree of a ﬁeld extension,
 𝑣, the number of vinegar variables,
 ∆, the number of minus, where 𝑚 = 𝑛 − ∆.
The public-key in GeMSS is a set 𝑃 = (𝑓1 , … , 𝑓𝑚 ) ∈ 𝐹 2 [𝑥1 , … , 𝑥𝑛+𝑣 ]𝑚 of 𝑚 quadratic equations in 𝑛 + 𝑣
variables. The secret-key is composed of a couple of invertible matrices (𝒮, 𝒯) ∈ 𝐺𝐿𝑛+𝑣 (𝐹2 ) × 𝐺𝐿𝑛 (𝐹2 ) and
a polynomial ℱ ∈ 𝐹2𝑛 [𝑋, 𝑣1 , … , 𝑣𝑣 ].
There are three main algorithms of GeMSS; key generation, signing and veriﬁcation processes. Let
𝐹 = 𝐹2 and choose 𝑛𝑏_𝑖𝑡𝑒 = 4 as in QUARTZ (Patarin, 2001).
1) Let GKeyGen be the function to generate GeMSS keypair (𝑝𝑘, 𝑠𝑘).
 Input: GeMSS parameters (𝜆, 𝐷, 𝑛, 𝑣, 𝑚)
 Output: GeMSS keypair (𝑠𝑘, 𝑝𝑘) = (𝒮, ℱ, 𝒯(𝒫)).
2) Let GSign be the function to generate a GeMSS signature σ for a given message 𝑀.
 Input: GeMSS private-key 𝑠𝑘 = (𝒮, ℱ, 𝒯)., message 𝑀, repetition factor 𝑛𝑏_𝑖𝑡𝑒.
 Output: Signature σ = (𝒮𝑛𝑏_𝑖𝑡𝑒, 𝑋𝑛𝑏_𝑖𝑡𝑒,…,𝑋1 ) ∈ 𝐹 𝑚+𝑛𝑏_𝑖𝑡𝑒(𝑛+𝑣−𝑚) .
3) Let GVer be the function to verify if the given GeMSS signature is valid.
 Input: Signature σ, GeMSS public key 𝑠𝑘, message 𝑀, repetition factor 𝑛𝑏_𝑖𝑡𝑒
 Output:𝒮0 ∈ 𝐹 𝑚 . If it is equal to zero, then the signature is valid. Otherwise, it is not valid.

GEMSS BASED RING SIGNATURE SCHEME
In this section, we propose a new multivariate ring signature scheme based on GeMSS signature algorithm.
Since the propose scheme is mainly based on the veriﬁcation algorithm, GeMSS is a perfect choice with its
fast veriﬁcation time and small signature size.
Let ℛ = (𝑢1 , … , 𝑢𝑡 ) be a group of t users.
Key Generation: Each user 𝑢𝑖 ∈ ℛ generates a key pair (𝑠𝑘𝑖 , 𝑝𝑘𝑖 ) = ((𝒮𝑖 , ℱ𝑖 , 𝒯𝑖 ), 𝒫𝑖 ) by using the key
generation function GKeyGen of GeMSS, where
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(𝒮𝑖 , 𝒯𝑖 ) ∈ 𝐺𝐿𝑛+𝑣 (𝐹2 ) × 𝐺𝐿𝑛 (𝐹2 )
ℱ𝑖 ∈ 𝐹2𝑛 [𝑋, 𝑣1 , … , 𝑣𝑣 ]
𝒫𝑖 = 𝐹 2 [𝑥1 , … , 𝑥𝑛+𝑣 ]𝑚

(3)

The group public key is the concatenation of the public keys of all users, i.e.𝒫 = 𝒫1 ‖𝒫2 ‖ … 𝒫𝑖 . Each user ui
keeps their private key 𝑠𝑘𝑖 = (𝒮𝑖 , ℱ𝑖 , 𝒯𝑖 ) as secret.
Signature Generation: In order to sign a message 𝑀 on behalf of the group ℛ, a user 𝑢𝑖 should follow the
following steps:
1) Compute the hash of the message M and take ﬁrst m-bits
ℎ = ℋ ∈ 𝐹2𝑚

(4)

[𝑚+𝑛𝑏_𝑖𝑡𝑒(𝑛+𝑣−𝑚]𝑡

2) Choose random vectors 𝜎1 , … , 𝜎𝑖−1 , 𝜎𝑖+1 , 𝜎𝑡 ∈ 𝐹2

, and then compute

𝑡

(5)

ℎ̅ = ℎ − ∑ 𝐺𝑉𝑒𝑟(𝜎𝑗 , 𝑝𝑘𝑗 , 𝑀, 𝑛𝑏_𝑖𝑡𝑒)
𝑗=1,𝑗≠𝑖

3) Use private key 𝑠𝑘𝑗 to compute a vector 𝜎𝑖 such that 𝐺𝑉𝑒𝑟(𝜎𝑗 , 𝑝𝑘𝑗 , 𝑀, 𝑛𝑏_𝑖𝑡𝑒) = ℎ̅.
[𝑚+𝑛𝑏_𝑖𝑡𝑒(𝑛+𝑣−𝑚]𝑡

The ring signature for the message 𝑀 is 𝜎 = (𝜎1 , … , 𝜎𝑡 ) ∈ 𝐹2

Signature Veriﬁcation: In order to check if the given signature σ is valid for the message 𝑀, the veriﬁer
follows the following steps:
1) Compute the hash of the message 𝑀 and take ﬁrst m-bits:
ℎ = ℋ ∈ 𝐹2𝑚

(6)

2) Use the group public key and compute
𝑡

(7)

ℎ̅ = ∑ 𝐺𝑉𝑒𝑟(𝜎𝑗 , 𝑝𝑘𝑗 , 𝑀, 𝑛𝑏_𝑖𝑡𝑒)
𝑗=1

If ℎ̅ = ℎ holds, then the signature is valid. Otherwise, the given signature for the message 𝑀 is not valid.

PERFORMANCE ANALYSIS
Table 1 shows the parameters for different security levels of GeMSS that are given in (Casanova et al.,
(2017) Section 3).

GeMSS128
GeMSS192
GeMSS256

Table 1: Performance Analysis of GeMSS
pk size (kB)
Sign. size (bit)
sign (ms)
352.18
258
260
1,237,960
411
694
3,040,690
576
1,090

verify (ms)
0.041
0.117
0.336

We use this table to calculate the signature size and approximate calculation time of our proposed ring
signature scheme. Size of the group public key 𝒫 can be calculated by simply multiplying the number of
group members with the size of a public key for the chosen security level. In order to calculate the size of
the ring signature, we sum up m-bits from the hash of the message, size of the nb_ite (which is taken
constant 4 ≈3-bits), and 𝑡 −many sizes of signatures where t is the number of group members. In order to
sign a message on behalf of the group, a user 𝑢𝑖 will perform 𝑡 − 1 evaluations of 𝐺𝑉𝑒𝑟, and 1 evaluation
of GSign functions. The veriﬁcation can be done by 𝑡 evaluations of GVer function.
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CONCLUSION
GeMSS, GUI and Rainbow algorithms are multivariate based cryptosystems that are proposed in the NIST’s
competition. If we compare the size of their key and signature, and performance on their reference
implementation results under the same security levels, one can see that the GeMSS and GUI provides
smaller signature sizes and faster veriﬁcation times with respect to Rainbow. If we compare GeMSS and
GUI, we will ﬁnd that GeMSS provide smaller public key and signature sizes, and much faster veriﬁcation
time. Furthermore, as the security level increases, GeMSS achieves faster signature generation time. Since
our ring signature scheme mainly based on signature veriﬁcation algorithm as stated above, using GeMSS
as a signature algorithm in a ring signature scheme will result in a faster evaluation time and smaller
signature sizes with respect to the ring signature schemes; Akleylek et al., (2018) and Mohamed & Petzoldt,
(2017) that are based on GUI and Rainbow, respectively.
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